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Introduction

As a quick introduction to the WindowsHreisrsicsfWinFE);t is a bootable CD, based on the WihtkialleBn&ironment
(PE) with a few clesnig create a forensically sound boot CD in which a variety of forensic tasks can be conducted on :
current forensic software applications can be run in this environment where imaging, analysaienigtisge\cderioe.divive w
It is not a complete replacement for every imaging tool, but certainly deserves its place in your toolbox.

I n the beginningé.there was the forens.i floppdskdrivetheohpdp y |
drive could be accessed and i maged at the speed of é
1.44mb of storage space to be had storing all the forensic apps you
sqgueeze onto it. The Iife of i
remember anyway.

r ful

Given the los of floppy drives in newer computers coupled with the spe
of imaging in Windows with hardware write blockers, it was only a s
matter of time before DOS boot disks went the way of the dinosaur.
the hardware imaging devioésdvertised speedp to 7GB per minute, SafeB k
imaging through Windows may have also started down the road to - (1 C :
obsolete. Whyvould anyone want to image through Windows at 1 Or FGyuREL WwWW FORENSIGENTLCOM
GB/min when you can directly image at up to 7GB per mivititea hardware devitérou have todok a little closer at
WInFE to get the answer.

Understanding the Neatness Factor of WindowsoFensic Environment

So here comes WinFE, comparable to many of the foren
Oper at i ngdsS yWwitnéinséa sbt a small point becamsmy ofyour everyday Windows forensics applications
can be run on the WInFE disk whereas with the Linux CD, you must accept only those applications that run on L
Given the vast number of examinerisdpenore proficient with Windows than Linux, the ease to which the WinFE CD cat
be modified with drivers and software compared with a Linux CD caonetdiated

Probably the hesitation | had in even thinking to get started creating a WinFE CDBeamsfthew much time, effort, and
testing to get it right, particularly since there are so many freely downloaded Linux Boot CDs. However, aftaeseveral
with my favorite Linux Boot CD (whi ch Myaoslyregts nofhaving é )
done this soonerMy suggestion is that if you are looking for a forensic boot CD that can do so much more than just irr
then the time you spend making your own will not only be worth it, but you will wonder why ysiiatésb dmelongs

well

I foll owed Troy Larsonds (of Mi cWindews Fdrensic&mieohment GiFewr u c
years ag Granted, at the time, | was quite content with the then current system of using hardwarekensteanloc
occasional use of a hardware imaging tool, and the even fewer occasions of using a variety of forensic Linux boot CI
neat as WinFBoundedand looked | just didndét put a | ot buldingthé diskatthe i n
time compared to what | was already using. But as usual, Troy was ah&ateokith his ideas and work and the rest of
us play catch up.

As the number of computers that were being imaged onsite nhowadays increased, coupled with toysiallinsix

Boot CDs that seem to sporadically (if eveupdated or configured for what | needed onsite, WinFE has come to the toj
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of my first choices of imaging. With WIinFE, | can qudityeadd the specific drivers neefb@dnostimaging workn
minutes Most impressive however, is the ability to use the forensic tools | use every day in a forensically sound envirc
in a bootabl&/indowsOS. As you read through the instructions and sedrélagled commantdive no fear, this is edisily

put into a batch file and automated.

For those that have not yet grasped why the WinFE CD may be a better (faster) option compared to hardware in
consider the comparison of imaging speeds. Hardware imaging may get you up to an a@ehtsedor.imaging

while the WIinFE may get yonly 2.5 to 3.0GB/min. But the real speed difference starts when you have more hard drive:
image than you have hardware imaging devices. At the WiInFE speeds of up to 3.0GB/min and being ablmamymage :
computer hard drives as you have WIinFE CDs, your practical image speed increases much faster if you have on
hardware imaging devices.

As an example, with two hardware imaging devices, two hardadribesimaged very quickly @B/min. With five or

more hard drives to image, you will need more than double that time because you can only image 2 drives at a time
the expense of buying more hardware intkgyices With a WinFE boot CD, you can image them all practically anthe sa
time limited by only the number WfinFE disks you have and destination drives for the im&gpesn an entire office of
computers to image, you can see where the time savings begin to add wjilythekdast expense.

And yes, you can stillitput to multiple drives, in multiple formats, using multiple types of Windows based tools. On top
that, you can even triage the computer using the tools you know best to determine if it needs to be imaged in the firs
That is time savings tHaats any hardware imaging device.

Booting a nonWindows disk maycause writes to the evidence diskThese changes are well documented and do
not affet the integrity of the usdata(WIinFE is not going to create a user generated fileé it may just write adisk signature).

Of course, knowing that an evidence hard drive iMiodows, simply choose another method to capture the image, o
document the changes that are knowingly nmEte. paper does not provide any testing data as it is merelyuag warite
creating the WinFE bo€D.

Using any method of booting an evidence machine runs the risk of inadvertently booting the operating system. As w
bootable media, take the same precautions of ensuring the system boots to the CD rather than the evidence hal
through clanges to the BIOS. Once booted to WinFE, you will be presented with a command shell. The proc
DISKPART is used to access your evidence drive and destination drives. There are only a few commands that net
used.

A recommendation on tirediseéhe vel opment of your Wi nFE CDéit is al wa
software you choose to use with the WinFE CD. Although a great deal of freeware/shareware is atiaitabte isuch
comneal use unless explicitly stated or you have a license of the software. Beyond that warningdoheitmitatibi o wha
limited only by your imagination
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Building Your Very Own WinFE

You can have your very own WInFE today affeww minutes of effort. One downlo&a registry changes, some copying
of files, and burn your WinFE COn many of theo bedescribed steps, you can choose your own folder stiamdure
names of the foldes to whereot store your WInFE files, btdr simplicity of explanations, you may want to use the
structure set out in this guide at first. Create a folder at the rdoast@low:

) 'HinFE Files

7) Batch Files Your batch files to be stored here.
=l 1) Bookmgr . .
=) en-Us Optional change to your WinFE boot screen
) Deskiop

Optional change to your WinFE Desktop

) Drrivers ‘

[=1 ) Tools
) BootSide
> Liveside 4

Collection of your drivers to be injected
Your WIinFE applications, both bootable and live side.

FGURE2

As you can see, you will have a set of batch files, drivers, softwardS@ndhich is not only bootable to WinFE, but also
has a 061 i ved si dhesisfhnat adaunting task,rsghamgandhiere asét & a lot easier than iKesymifs.
mind that is folder you create is separate from a folder strhetiuvéllt be automatically created once your run the first
command line (# 2 below).

1) Download and instalVindowsAutomated Installation Kit (K) from www.microsoft.com

2) From the AK command linérun as Adminisator)copy the winpe files to your compwtéth the command
a. copype.cmd x86 G:WinFE
b. You may choosx86t wi t bgmb6dHt bm¥h @& O

X Deployment Tools Command Prompt

1 fileds> copied.
1 filedsgd copied.
\Program Files“Windows AIK~Tools\PETools“xB6“hootxhcd

:sProgram Files“Win
:“Program Files“Win
:sProgram FilesSWindow
:“\Program Files“MWin
:»Program Files“Win
:»Program FilesWin
:“Program Files‘Windows
:“\Program Files“Windows
File{s?» copied
:“Program Files“Windows
:»Program Files Windows
£

-tt
IC:~Program Files“Windows

-ttt
IC:“Program Files“Windows
ttf

IC:~FProgram Files Windows
-ttf

IC:~FProgram Files“Windows
t.ttf

b File{(s> copied
1f

Buccess

Updating path to include

C:\WinFE>

ile{s? copied.

AIK~Tools“\PETools“x86 hoot\hoot.sdi
AIK~Tools\PEToolsxB65hootNhootfix. bhin

AIE~NTo ETools~x865hoot etfshoot.con
AIE~Too1ls“PETools“x865boot“Ffontschs_boot .ttf
AIK~Tools~\PETools x86 hoot“fontsscht_bhoot _ttf
ATKE~To ETools xB6 \hoot fonts \jpn_hoot .ttf
AIK~Tools“\PETools“\x86 \hoot\fonts\kor_hoot.ttf
AIK~Tools“PETools“x86 \boot“fonts wgld hoot.ttf

AlE~Too1ls“PETools“x86~EFI“microsof t bootbecd
AIK~Too1s5\PETools x86\EFI microsof t\boot~fonts\chs_hoot

AIK~Tools“\PETools“\x86\EFI\microsoft\hoot“fonts\cht_hoot
AIK~Tools“PETools“xB6\EFImicrosof t~boot“fonts“jpn_hoot
AIK~Too1ls5\PETools x86\EFI microsof t\boot“fonts\kor_hoot
AIK~Tools“\PETools xB6\EFI*microsof t hoot fonts \ugld_hoo

peimng,. cdimage, imagex

C:“\Program Files“Windows AIK-Tools“PETools™
C:5\Program Files“Windows AIK\Tools“PETools..“x86

FGURE3
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http://www.microsoft.com/

c. After completedhie directory structumn your Q: drivewill look like

- WinFE
- 1SO
boot
EFI

sources

1SO
mount
=7 etfsboot

| winpe.wim

mount

FHGURE4

3) ThebootwimimaggWindows Imaging File Format)
a. Instead of an ISO image, you Wit be working with avimimage. In order to modify this image and
make it forensically soyngu need to mount it.
b. There are two .wim images in the folder structure above.
i. WIinFB ISO\ saurcesboot.wim
ii. WIinFB winpe.wim
c. Theboot.wim will be used to create your final ISO. You can mount the winpe.wim or the boot.wim f
install your tools. If you use the winpe.wim, simply delete the current boot.wim and move/rena
winpe.wim to WinFESO\ souces (in order to replace the aoadified boot.wim).
d. Mount the.wimimage through the AIK command ling hi s wi | | mount the i ma
in order to make modifications and add your forensic applications)
imagex /mountrw C:\ winFE\ ISO\ sources boot.wim 1C:\ winFE\ mount

EX Administrator: Deployment Tools Command Prompt EI@

iC=“Program Files“UWindows AIK:Tools“PETools>imagex /mountrw G:swinFEswinpe.wim 1
Gz winFEsmount

Imaged Tool for Windows

Copyright <C> Microsoft Corp. All rights reserved.
Version: 6.1.7680.16385

Mounting: [C:swinFEswinpe.wim, 11 -» [C:SwinFEsmount1...
[ 188+ 1 Mounting progress

Successfully mounted image.

Total elapsed time: 36 sec

iC=“Program Files“Windows AIK-Tools“PETools>_

HGURES

4| Page
Brett Shavers bshavers@gmail.



4) Modify the registry of the winpe mounted image JrI——
a. Using Regedithere are two registry modification e ot fovore lde

a8 Computer Name Type Data
to be made for a forensically sound boot process| e oa || e REG 52 telue ot st
b. Load SYSTEM HIVE
. . . 2 Load Hive
c. In Regedit, Chooséled Load Hive B e[ = oo Wi s st i v | = o) eocrent
d. Select the System file located at: Organize = N folder g
C:\ WinFE\ mount\ Windows\ System32 config St - S
e. Name it WinFE s T
f. HKEY_LOCAL_MACHINE \ WinFE\ ControlS Rl St S
et001 services mountmgr L S
~ SOFTWARE{6cced3al-6e01-11de-8bed-0...  7/13,
1. (N:reate a .DWOR!D namec Jer
oAutoMount i f it do de0F i
. Dism
already by c‘)rlc_ 2l<
. = File name: ~ |AllFiles
Regeditand change the DWORLC— S %w 5L
value tal
FGUREG
New » Key
String Value
Binary Value
=l DWORD (32-bit) Value

QWORD (64-bit) Value
Multi-5tring Value
Expandable String Value

o ([}

Jl\services\mountmgr

FIGUREY

i. HKEY_LOCAL_MACHINE \ WinFE\ ControlSetOOlLservices partmgr\ Parameters
1. Sans Policychangehe DWORD valueto 3

ii. Unloadthe WinFESYSTEM HIVE
1. SelectheWinFE hive.
2. With Regedit, choo$@ed Unload Hived oyes

5) Options: Add your tools
Create &VIinFE folder in the mounted winpe image at the root ofmthkented imageCopy your tools into this
folder. Generally, only those programs that can run without installation can be syacssdfwith WinFE,
such as most portable applicatiddetailed instructions for specific softwareatknedfurther inthis paper.

6) Options: Drivers
Common or specific video drivers can be injgetieal.installedipto the mounted image through tAEK
command line (AIK command lifew h e r e \*dinfis thevlecatiesn of your drivers to be injectefy
needed, drivers can be added just as easily, to include RAID drivers and other hardware spadgificRxRers.
can be used to extract driver) files from driver installation executables.

peimg.exe /inf=C:\ drivers\ *.inf C:\ winFE\ mount\ Windows
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E® Administrator: Windows PE Tools Command Prompt EI@

lpdating path to include peimg,. cdimage. imagex

C:xProgram Files“MWindows AIK~Tools“PETools™
C:nProgram FilessWindows AIK~\Tools“PETools>. . x86

C:sMWindowsssystem32>peimg.exe ~inf=C:~\C2_19748.inf C:winFEsmount:Windows
2BPreinstallation Environment Image Setup Tool for Windouws
Copyright (C> Microsoft Corporation. All rights reserved.

Installing INF package: C:~C2_19748.inf
PEIMG completed the operation successfully.

IC:s\WindowsN\system32>

FGURE8

7) Unmount your winpe.wim image (commit changes or you will have lost your work)
Imagex.exe funmount /commit C :\ winFE\ mount

8) Deletebootfix.bin located in CWinFEISO\bootd el et i ng this file will preve
boot filrom cd?d
9) Create ISO from the AIK command litieis command uses theot.wim image)
oscdimg-n -m -0 -bC:\ WinFE\ etfsboot.com Ct WIinFE\ ISO C\ WinFE\ WIinFE.iso

10) And finally, lirn the ISQto a CD and test it.
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How to Use WIinFE
You now have creatadbasic WinFE Boot CD.More advanced features are described further, but first and more
importantly, how to use it.

The first ste@fter booting to the Ci3prepping the harddrivesat t ached to the system. F
drive wil!/ be the hard drive contained in your sitpspeoc
which your image of the evidence drilebe stored.

X:\ windows\ system32 DISKPART is the first command to use to prep the drives. As can be seen, you are only given «
command prompt, not a GUI, but your GUI tools will run normally.

X :\windows\system32>upeinit

FGURE9

| | == Administrator: X:\windows\system32\cmd.exe - diskpart

Howwindowsssystem32 »upeinit

# s swindows“system32 »diskpart

Microsoft DiskPart version 6.8.56081

Copyright <G 1999-2007 Microsoft Corporation.
On computer: MININT-TI4UMiP

DISKPART >

FRGUrELO
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DISKPART>List Disks

This command will list all drives connected to the system. You shioeldvhilalyleuoadederme giine dadtination drive.
No changes are madwy of the attachedlflyiwasio not see your disks, then enter theteiitdant~obscan

Administrator: X:\windows\system32\cmd.exe - diskpart

Hoswindowsssysten32 >upeinit

B s swindowsssysten32 Mdiskpart
Microszsoft DiskPart version 6.A.68H01
Copyright <C)» 1999-2007 Microsoft Corporation.
0On computer: MININT-TI4UM1P
DISKPART > list disk
Disk H#iif Status

Online 2823 MBE 2823 MB
Online 1151 MB 1151 MB

DISKPART >

FGURELL

DISKPART>Online Disk
If your destination drive is not eatigetais will put it orloechanges are made to any of the attached drives.

DISKPART>Select Disk 1
Select your destination disk where you will store the image (which ever ttiak mumnitieid charmmesare made to any of t
attached drivlesthe above example, Disk O is thdraxdesice is the destination drive.

[z Admiinistrator: X:\windows\system32\cmd.exe - diskpz

DISKPART > select disk 1
Wliszk 1 is now the selected disk.

DISKPART > _

FGUREL2
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DISKPART>Detail Disk
If you are unsure of the disk selected, this command will give you motddrdbama¢is mebmade to any of the attached d

[z Administrator: X:\windows \system32\cmd.exe - disk

DISKPART > select disk 1
Disk 1 is now the selected disk.

DISKPART > detail disk

Dizk ID: ABAREAAA
T H

Read-only : Mo

Boot Dizk : Mo

Pagefile Disk = HNo
Hibernation File Disk : HNo
Crashdump Disk : Mo

There are no volumes.

DISKPART >

FGUREL3

DISKPART>List Volume
This command will list the volume(s) on youriéelebtetydiskre made to any of the atthigloed desasation drive does Nn¢
have any volumes, you can create/a/Salae bycreate partition primary

ISKPART > list volume

Uolume A CDFS CD—-ROM 217 MB Healthy
UJolume 1 Partition 1158 MBE Healthy

ISKPART >
FGUREL4

DISKPART>Select Volume 1
Select the volume to where the image will be stored (whichever volume you need, choose that number).

DISKPART > list volume
Uolume #i#t Ltr
Jolume @ CDFS CD—-ROM 21?2 MB Healthy

#* Uolume 1 Partition 1158 MB Healthy

DISKPART > zelect volume

Jolume 1 is the selected volume.

FGURELS
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DISKPART> Attribute clear readonly

This will allow your destination disk to be rPadiairitl this to the evidence disk!

DISKPART>Assign Letter=T
This will ags a drive letter to your destination drive (you can choose any letter for your destination drive)

Partition 1158 MB Healthy

DISKPART > assign letter=t
DizkPart successfully assigned the drive letter or mount point.

DISKPART >
FGUREL6

DISKPART> Exit
This will exit DISKPART, but keep the prompb eew/ose the prompt!

You are now able to write to your destination drive and your evidenceReradiOrly. After you exit from DiskPart, you
will be at the command line. Change directories to your forensic tool folder, in this example, WinFE.

Administrator: X:\windows\system32\cmd.exe

®iswindowsssystem32>cd. .
= Windows >cd. .
H:s>cd winfe
#:\WinFEXdir

Uolume in drive ¥ iz Boot
Uolume Serial Number iz D6HA-BDCZ

Directory of H:“WinFE

A?:26 AM <DIR> -
A?:26 AM .-
@?:58 PH ftk
B File<s> A8 bhytes
3 Dirds> 30,748,488 bytes free

A :~\WinFE>

FGUREL7

From here, simply run the executable of your tool to run as a GUI appl@atyon.can use & party application
launcher, such as PSthattg://www.pegtopnel to access your GUI applications.
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RGUREL8

Imageaway!Your destination drive wil/ be accessible

Setting aliskto readonly doesot alter the hard drive.
Setting thevo/umeto readonlydoesalter the disk.

To Shutdownwpeutil shutdown
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