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Academic literature is particularly devoid of infeation

Abstract—Several of the new features of Windows Vista may regarding Windows Vista and forensics, and it ipdt that

create challenges for digital investigators. Howeve some also
provide opportunities and create interesting new eadential
artefacts which can be recovered and analysed. Thipaper
examines several of these new features and descsbmethods for
recovering volume shadow copies of files, identifyg BitLocker
on a system, the importance of recovery keys in diag with
BitLocker encrypted evidence and also describes thproblems
that User Account Control could cause for live invstigations.
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. INTRODUCTION

Windows Vista is the latest operating system frorﬁ

this paper will expand this as a research areahagidight for
the research community those areas that requitieefuwork.

This paper also contributes some practical workhénform
of a prototype tool for identifying previous vemsgof files, an
examination of the different upgrade mechanismgista and
also validation of a technique to boot an imagegyaaf Vista
as a virtual machine.

It also highlights features of Vista which may caus
problems for investigators that cannot be addressedhe
development of new tools and therefore may
enhancements to the evidence collection methodoldbis
aper exists as part of a larger research prajéztidentifying
nd balancing the risk of live investigations, gratticularly

Microsoft and was released to the general public While discussing the problem of full disk encryptipresents

30th January 2007. It claims to be “the most sewarsion of
Windows yet” [1], which, if true, is obviously befiwal for

users of the operating system. However, severds déatures

may cause problems for other sections of the IT roonity
including developers [2], and unfortunately
investigators.

This paper describes some of the challenges am
benefits to the forensic community that may resdtn the
release and adoption of Windows Vista. It attentiptseduce
the confusion and speculation that is prevalentmany
forensic forums and websites and describes obggtikiow
these new technologies may affect the quantity w&ilable
digital evidence.

The paper collects together and validates infolmnatind
techniques used for obtaining evidence, many ofckwtdre

scattered on the Internet, and also extends tleebmiues to

contribute to existing knowledge regarding WindoWista

and forensics. It is intended that this paper gtesia starting
point for practitioners through a discussion of soralevant

features and also some differences between old reavd
operating systems. It is hoped this will save ptiaciers time
and resources during future investigations.
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evidence in support of a more flexible approaclevaence
seizure.

This paper is not an exhaustive look into all thkances of
which will manifest
practitioners begin to encounter cases involving thew
operating system. It also does not discuss Vistaaas

aIﬁvestigative platform, since compatibility and ues with

specific forensic packages is likely to changedbpi

The paper is organised as follows: Section Il Idgifferent
editions of Microsoft's new operating system andt®a |
comments on existing work on Vista and forensiextisn 1V
describes the overall methodology that was usethgluhis
research while investigating these new featuresti®e V
discusses the mechanisms by which Vista can balledtand
how this affects the amount of residual evidena®verable
from previous operating systems. Sections VI-Xhtldescribe
the individual features of Vista which may be akirest to the
forensic community. The particular features disedsm this
paper include reparse points,
BitLocker Full Volume Encryption, User Account Cosltand
Vista's backup features. The final sections sumseaithe
limitations of this research, describe the advasgagnd
disadvantages presented by Vista, offer conclusiand
discuss future work.

II. WINDOWS VISTA EDITIONS
Windows Vista has five major versions and also htlig

From Proceedings of Advances in Computer Security &orensics Vvariations for sale in the European Union and ope f

(ACSF) 2007, Liverpool John Moores University

developing countries. The main versions are:

require

themselves as

Volume Shadow Copies,



* Windows Vista Home Basic,

* Windows Vista Home Premium,
¢ Windows Vista Business,

« Windows Vista Enterprise,

* Windows Vista Ultimate.

Reference [1] offers a full and detailed comparisam
features available in different editions of WindoWista and
will not be discussed in detail here. However, poof interest
will be highlighted throughout the paper wheresitélevant to
the likelihood of encountering a particular feature

1. PREVIOUSWORK ONVISTA AND FORENSICS

As mentioned in the introduction,
information available
particularly in academia. The most significant woda Vista
and forensics are [3] and [4] which consist of &gthlevel
look at what we know now about those changes iteMighich

there is

seem likely to have most impact on computer forensi
include

investigators” [3]. The changes highlighted
descriptions of “built-in  encryption, backup andstm
protection features”. These are also discussekisrpaper but
in greater detail and with additional contributiof®eference
[4] also mentions the changing of Outlook Express
Windows Mail, the replacing of .evt files with anMX

compliant format and changes to thumbs.db filesc&ino
additional contributions are made to these subj@ttshis
paper, a discussion of them will not be repeatitpagh they
remain areas requiring future work.

IV. METHODOLOGY

Features of Vista were selected based on theivaete to
forensic investigations and the likelihood of makedditional
contributions to their understanding. For eachuleathat was
examined, publicly available information from Misat
provided an overview of the feature’s propertiegscDssions
in forensic forums and websites were also obserand

provided background knowledge, and in some cadwes, t

techniques proposed or information regarding a ufeat
became the subject of experimentation in orderal@ate the
described method. In some cases background infanméid
not provide sufficient information to form hypottlssand in
these situations the operation of features wasrebddo gain
information about the location and structure oévaht digital
artefacts which could then be confirmed throughitaadthl
experimentation.

V. UPGRADEMECHANISMS

This section discusses mechanisms by which Vista lmea
installed on a system. This is particularly relevai an

limited
regarding Vista and Forensics

determine the location, if any, of user data frdma previous
operating system.

1) A clean install on a newly purchased system (pbssib
by the manufacturer)This will not contain any relevant
evidence prior to the date of the Vista installatimless it
has been manually copied from an older system.

2) Fresh install on an existing system, including
formatting the drive:In this instance, the system was
booted from the Windows Vista DVD and the hard driv
formatted as part of the installation process. Afiee
installation the disk was examined and it was fotimat
even after formatting, although the Master File [€ab
(MFT) was replaced, the contents of some non-raside
residual user files were still accessible in uredied
space. Unfortunately, it is not possible to qugntibw
much residual user data remains after a formaeddata in
unallocated space is highly volatile and susceptitd
being overwritten. This was demonstrated in expenis),
since after continued use of the system the prsljou
identified residual data was overwritten. Howevére
possibility of recovery does exist which reinforctee
importance of research into file carving tools sashthose
developed for the 2006 DFRWS Challenge in order to
recover data from this area of the file system.

3) Fresh install on an existing system, without fortimat
This installation was performed by inserting the WAto

an existing live XP system. Two options were présgn
which were: to upgrade the current system to Vistao
perform a fresh installation. In this case a frisdtallation
was selected and when completed, the disk was erami
It was found that a folder Windows.old was creased
populated with files and folders from the previous
operating system, including the folders: Documeantsl
Settings, Program Files and Windows. User data fitwen
previous operating system can therefore be found in
\Windows.old\Documents and Settings\[Users]\.

4) A conventional ‘upgrade’ of an old operating system
During this upgrade, previous user data was founte
contained in the new Users folder which replaces th
Documents and Settings folder of Windows XP. In
addition, folders outside the Documents and Sedtfolgler
were also preserved.

VI.

There are several minor file system changes imealions of
Windows Vista that should be noted. At the mostidbevel,
some file and folder locations have changed, irolyd
Documents and Settings, which has been replaced wit
Users[5]. The same work describes how the stordgeser
data has changed inside this folder and also ttensixe use
of junctions and reparse points inside these falder

In addition to the default reparse points used Istay they

FOLDER LOCATIONS AND REPARSEPOINTS

upgrade has taken place so that evidence from eearlcan also be implemented manually by advanced uséarg the

operating systems can be recovered. Four situatians been
identified that describe the means by which Vistmes to
reside on a system, and each leaves a differenturanuf
residual digital evidence from the previous operatsystem.
In each scenario Vista was installed and the disimined to

built in mklink command as described in [6].

During experiments to identify reparse points, duaction
tool, available from [7] was used to list them ofiva Vista
system. Forensic packages were also used to igeapfirse
points on imaged disks, as shown in Figure 1.



These tools gave slightly inconsistent results asd result it
is important to recognise that reparse points cko &e
identified manually in the MFT by the CO 00 00 (Gfribute
header [8]. An examination of reparse points in MET
indicated that the attribute contains the locatimrwhich the
reparse point redirects, as shown in Figure 2. @l be
used as part of a manual examination and verifinatf
correct tool operation.

o ” 76.541+1.970=78.511 fies. 0 .
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‘Fig. 1. X-Ways Forensics highlighting reparse poion a system
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Reparse Point = /77/C:/Users/Pubic/Documents
Reparse Pairt —> /22/C:/Users/Publc/Deskiop

Reparse Poit —> /77/C:/UsersDefault Videos

Reparse Poit —» /77/C:/Users/Default/Pictures

Reparse Poirt - /22/C:/Users/Defauk Music

Reparse Poit —> /72/C:/Users/Defauk/Documerts

Reparse Poirt => /72/C:/Users/Defaul/App Data/Roarming Mcrosoft/Windows. Templates
Reparse Pairt ~> /2%/C:/Users/Defaut/AppData/Roaming Mirasct/ Windows. Start Menu
Reparse Poit -3 /27/C:/Users/Defauk/App Data/Rezming Merosot/ Windows/SendTo
Reparse Port => /72/C:/Users/DefaultAppData/Roaming Microsct/Windows/Recert

OCOEECICO 00 00 00 00 00 00 00 00 10 00 00 00 02 00 00 00
0CO6ECIDO  CO 00 00 00 98 00 00 00 00 00 00 00 00 00 04 00 A 1
OCOGECIE0D | 7C 00 00 00 18 00 00 @0 03 00 00 &0 74 00 00 00 |
0COGECIFO 00 00 38 00 34 00 30 00 5C 00 3F 00 3F 00 03 00 8 :
OCOBECZ00 43 00 3& 00 5C 00 55 00 73 00 65 00 72 00 73 00 C
OCOGEC210 BC 00 43 00 &8 00 72 00 69 00 73 00 S5C 00 44 00 ~
0COGECZ20 6F 00 63 00 75 00 6D 00 65 00 6E 00 74 00 73 00 o
0COGECZ30 00 0O 43 00 34 00 5C 00 55 00 73 00 65 00 72 00
OCOBECZ40 73 00 5C 00 43 00 68 00 72 00 69 00 73 00 5C 00
OCOGEC250 44 00 6F 00 63 00 75 00 6D 00 65 00 GE 00 74 00 Documenn t
0COGECZ60 73 00 00 00 0O OO0 00 00 FF FF FF FF 82 79 47 11 = bariiitl bl
0COGECZ70 ' 00 00 00 oo oo

00 0o 00 oo 00 00 00 00 00 0O 00
Fig. 2. An example reparse header extracted frenMFT. The attribute
begins with C0 00 00 00.

VII.

As will be discussed later,
some of the new features of Vist
may cause problems for futur
investigations.  However, a
pointed out in [3], “some of the
new features can actually work t
the forensic examiner’s
advantage”. One such example
the intriguing Volume Shado
Copy feature. This extends th
functionality of the System
Restore Points created in
Windows XP, so that user data
is automatically backed up in
addition to critical system files
[9]. This feature is enabled by default and forrasef Vista
Business, Enterprise and Ultimate, it means tha&vipus
versions of stored files can be viewed, copiedestared [9]
through the Vista user interface, as shown in Egur

An analysis of XP system restore points is avadabl[10]
and was used to examine system restore pointssita. VA test
file set was created and as additional data wasrajgu to
these files and system restore points were cretiteds found
that unlike the description in [10], new sub-folslevere not
created for each restore point and there was nagehlag
which mapped backed up files to their originalsisTihdicated
that the analysis technique in [10] does not extenista,
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Fig. 3. Screenshot
showing the previous
versions of a file viewed
through the Vista GUI

although the System Volume Information folder isll st

utilised.

The exact format of shadow versions is still notlyfu
understood, but some preliminary experimental tesate
detailed here in the hope they will assist fut@wsearch.

The shadow copies of files generated in experimgiatsiot
have entries in the MFT and were not stored wighdhginals.
Instead they were stored within container filegha System
Volume Information folder. Each system restore poneated
a new container file consisting of mini-file tablebat
contained shadow copies of the test files that weeing
modified in addition to system files. Both residemd non-
resident data was contained within the system restontainer
files.

The Vista system restore container files were eiec
using forensic software in an attempt to identifadow copies
of files. In the course of this research an expenial tool to
parse extracted shadow copy container files wa®ldped.
This interpreted these mini-file tables as MFTsamiing
each 1024 byte entry and extracting their attribute
particularly of interest are the Parent ID, whidnde used
identify the file’s original location, and the sizé# the data
attribute.

Future work will involve full validation of the relts from
this tool and also extracting these shadow fileienfrom the
restore files and recovering them as evidentiabfacts.
However, an immediate methodology to preview shadow
copies was also developed. This first involves gighre tool
above as an indicator of the existence of shad@ieso This
was then followed by the use of VMware to bootraage file
of the seized system as described in [11] and [12}as then
possible to natively view shadow copies of fileside a
virtualised version of the imaged copy of Windowist®. This
sidesteps any difficulty in manually reconstructidgta from
the restore point files.

However, it still remains important to verify thesults from
any tool with a second independent tool, or magifatim the
original data [13]. This is particularly true inighcase since a
virtualised but potentially untrustworthy operatisgstem is
used to recover evidence. Shadow copies are paltgnti
lucrative areas for evidential artefacts and furtiesearch into
their exact nature would be highly beneficial.

o 085 Duwn

Fig. 4. Screenshot of an imaged Vista system hedaged in VMware. It
should be noted that LiveView [14] was used to ehacquired disk images
into VMware disk files rather than mounting diskages as drive letters as
described in [12] and [13].




VIII.

The importance of dates and times in an investgat well
understood and is discussed in detail in [15],uditig a case
study highlighting some of the pitfalls. It is tleéore important
to highlight that the automatic updating of thestlaccessed’
aspect of the often used Modified Accessed CrefttaC)

DATE AND TIME STAMPS

Reference [24] discusses if BitLocker represente@ous
threat to forensics and contains a list of ‘mitiggtfactors’
and “their potential to reduce the impact of bitker [sic] on
the ability of digital forensic practitioners toad information
from hard drives.” It should be made clear thatahguments
presented in [24] suggest only that BitLocker mat be

times is not enabled by default in Windows Vistar fofrequently encountered, rather than describingriredns exist

performance reasons [16]. However, it is possibieafuser to
manually enable these updates and to assist irctohetehis,
the registry key to determine the status of thiscfionality is
given below, which is provided in [16] and was ¢esthy
modifying the value in the registry and verifyingat ‘last
accessed’ times were then updated.

HKEY_LOCAL_MACHINE\SYSTEM\Current Control
Set\Control\File System\NtfsDisableLastAccessUpdate

IX. BITLOCKERFULL VOLUME ENCRYPTION

A. Introduction and discussion

According to [17], BitLocker is “a data protectideature
available in Windows Vista Enterprise and Ultimatevhich]
prevents a thief who boots another operating systemns a
software hacking tool from breaking Windows Visiie fand

to minimise the impact that BitLocker has on anivithiial
investigation. The ‘mitigating factors’ presented [R4] that
describe why “the problem may not be as significamffirst
thought” are discussed below.

Avalilability and Cost “Of the five different versions of
Windows Vista that will be available upon its redeaonly two
of them contain the bit locker technology. Additidig, the
two versions that will contain this technology afeo the most
expensive” [24]. Whilst this is true and in the UWsta
Ultimate does cost in excess of £300 [25]; it isgble for
home users to obtain an OEM copy for just £122. |gVthiis
may be a violation of the End User Licensing Agreemit
does not mean it will not occur [26] and as a ftesdst is
much less of a deterrent than [24] describes.

Hardware RequirementsThe need for a Trusted Platform
Module (TPM) chip is described as “probably the tos
significant barrier to the use or adoption of kitker [sic]”

system protections goerforming offline viewing of the files [24]. This is based on a survey of PCs for saldBM, HP

stored on the protected devitdhe functionality described in
the last part of this definition has caused BitLercto become

one of the most hyped and speculated about featofes

Windows Vista, particularly in the forensic comniyni
Rumours have included reports on talks betweenrgowents
and Microsoft to discuss the implementation of loaaks
[18], which have been strongly denied by those atrd4oft
[19]. This speculation regarding backdoors will nbe
discussed further here and will be assumed to treein

A more useful topic for discussion is whether Bitker
represents a significant challenge to digital itigedions.
Technically BitLocker could present difficulties ropared
with other types of encryption typically encountkren a

system. This is because many of the approaches tssed

recover encrypted information rely not on breakamgrypted
files themselves, but are based on the premised#diatcannot
be processed while it is encrypted, so must emrist plaintext
form to be manipulated in any way [20].

and Dell in Australia. The study concluded that T&iere
found predominantly in systems designed for businese,
rather than home users and were not widely availabistudy
in the UK is yet to be carried out; however, if aeguired or
desired a system containing a TPM chip, a budgetota
containing the technology to run BitLocker is aghble for less
than £400 [27]. Furthermore, it is possible to BitLocker
without the use of a TPM by storing keys on a US&mary
stick [17], which are readily and cheaply available

Off by Default Here [24] states that many encryption
technologies already exist and are simply not séti by
offenders. Whilst file/disk encryption may not ke dommon
usage, the Home Office in the UK reports that tise of
encryption is increasing and as a result “invesbiga have

begun encountering encrypted and protected datd wit

increasing frequency” [28]. This does not necefsamean
that BitLocker will become the encryption produdtahoice
but it is one that will be available to those whwoase to

These techniques can involve recovering parts & ﬂéncrypttheir data

plaintext version of a now encrypted file, which ynhe
possible if file deletion rather than file wipingas used [21].
Also it is possible for an encrypted file to be ttenh to disk
during memory swapping operations or stored temjgra
while being processed [22]. The possibility alsasesx of
locating passwords or keys on the disk which haveedeen
in RAM and were at some point swapped to disk [23].
BitLocker and other full volume encryption softwaesluce
the effectiveness of many of these approaches #iecentire
volume is encrypted [17], including locations suels
unallocated space, the pagefile, and temporarefslavhere
temporary decrypted data, keys or passwords majeres

Adoption RateReference [24] describes that similarly to the
case with the Windows ME to XP upgrade, it takesesdime
before new operating systems are encountered findlgjuier
examination and there are fewer incentives to ugmfaom
XP to Vista. However, with Windows XP no longer rogi
supplied on new PCs from large manufacturers sscBell,
HP and Toshiba from 31 January 2008 [29], the st
from [3] that “this new OS will continue the trendf
Microsoft's dominance in the operating system maiked
wise computer forensics professionals will want gtart
thinking about the implications now” seems a sdasib



approach for the research community to adopt apdats the
pre-emptive ethos of this paper.

Only Allows Encryption of OS VolumReference [24] also
reports that BitLocker is only capable of encryptia single
volume,
describes how to encrypt other data volumes usimgneand
line scripting and in any case it also allows eithiee
Encrypting File System (EFS) or a third party eptign
package to protect other drives and BitLocker &ntprotect
any data or keys leaked to the operating systeome[31].

In summary, some of the sentiments in [24] aredvali
particularly that it is turned off by default andet limited
availability of BitLocker in the range of Vista wons
available. It does therefore seem that BitLockeurikkely to
interfere with the majority of investigations. Hoveg, these
‘mitigating factors’ may not be as significant assdribed and
as mentioned earlier, encryption is currently ia aad that use
is increasing. There are also no obstacles to mhtaithe
hardware and software needed to run BitLocker whitnot
be easily overcome.

It is the intention of this paper to discuss Bitkecbefore it
is encountered in investigations, not after, anthis end the
following sections describe methods for the detectof
BitLocker and what is necessary during the seiztage to
ensure that later access to evidence on BitLock&mes is
possible.

It should be noted that many of the methods diszliss

involve performing actions on a live system. Thaksiof live
investigations are part of an ongoing researchept@nd will
be discussed in detail in a future paper. Howeja#], [33],
[34] and [35] provide insight into some of the diffities and
as always ACPO Principle 2 “In exceptional circuemses,
where a person finds it necessary to access origata held
on a computer or on storage media, that person foest
competent to do so and be able to give evidenchiakpy the
relevance and the implications of their actions8][3trongly
applies.

B. BitLocker Operation

A detailed description of BitLocker’s operation mding the
utilisation of TPMs is included in [17] and will hde re-
iterated here.

For investigators it is useful to know the differenodes in
which BitLocker can operate. These are:

the Operating System volume. Reference [30XXX-XXXX-XXXXXXXXXXXX.BEK, where X

present. Start up keys are stored on a USB stidknaurst be
provided in order for the system to boot. In thise the keys
take the form of a 124 byte, hidden, read-only, fildnich by
default has a file name of the format XXXXXXXX-XXXX
is a
hexadecimal digit [37].

At time of writing, during experiments performed @t of
this research, only the ‘USB Only’ BitLocker modashbeen
examined.

C. ldentification of BitLocker

BitLocker is only available in Enterprise and Ultita
editions of Vista [1] so identification of otherrg@ns of Vista
can rule out the presence of BitLocker. This carabtieieved
on a live system using the psinfo tool [38] or amining the
system properties through the control panel.

If an appropriate version of Vista is installed,edto the
requirement for a 1.5 Gigabyte system partitionclvhimust
remain unencrypted [17], the drive partitioning negythe first
sign to indicate the presence of BitLocker.

Reference [39] describes the development of a ts¢op
report if BitLocker is operating. This has not bdested as
part of this research since [30] describes the afskuilt-in
scripts to show the status each volume. These tgsted and
sample output is shown in Figure 5. Running ungadistcripts
on a suspect system is unwise but the techniquie t@umore
acceptable if these scripts were copied in advéméerm part
of a trusted forensic CD and were executed oniyftiois read
only medium [32].

Administrator:

Nindows\System32 -[oO) x|

C:\Windous\systen32>

Fig. 5. Results of running the built-in manage-kaé script identifying
encrypted volumes on a live system

A Microsoft Developer Network (MSDN) article [40]
describes an alternative method for detecting Rikieo if
scripts cannot be run, i.e. if the machine is pedeoff, and
relies on inspecting the boot sector. An examimatb sector
0 of each partition was performed, and a hex-dufitheoboot
sector of the operating system partition of a nreelhunning

TPM only This is the simplest scenario and the encryptiogii ocker is shown in Figure 6. There are severalhuds

keys are protected by the TPM. The system will beithh no
user intervention, but the disk will not be abldtmoved to a
new platform [17] for imaging.

described here and correlating results from differeethods,
particularly on a live system increases the chan€tebtaining
accurate results [34].

TPM + PIN: Keys are protected by the TPM and a PIN must

also be entered with the function keys for evernptbor
resuming hibernation [17].

TPM + USB Keys are protected by the TPM and a USB

storage device containing a start up key must lagsprovided
for each boot [17].

USB only This can be used if a TPM is not enabled or not
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Fig. 6. Hex dump of a boot sector from a Vistarafieg system volume
indicating the presence of BitLocker



D. Recovering Data from BitLocker Enabled Systems

If a system is discovered in a powered off statkianusing
BitLocker it is unclear how successful an invegimawill be
and a discussion of possible vulnerabilities of #pecific
Microsoft full volume encryption implementation and
hardware attacks on TPMs are outside the scopapaper.
However, results from experiments performed as phthis
research show that obtaining recovery keys cantlgrassist
in extracting evidence from an encrypted volumee Tke of
recovery keys is described in the next section.

Recovery keys are created in addition to the eticnykeys
generated when the BitLocker is activated. Theippse is to
allow access to encrypted data if the encryptioyslae lost,
the PIN is forgotten, an encrypted volume is mot@eé new
system and other scenarios, see [17]). During titeoBker
life cycle, keys are created prior to encrypting tirive and
can be stored on USB drives, any other accessilbteerf or
printed [17]. During all experiments, recovery keyere found
to be stored by default with a .TXT extension witbname of
the format XXXXXXXK-XXXK-XXXK-XXXX-
XXXXXXXXXXXX. TXT, where X is a hexadecimal digit.

.\ TBBECD846-B633-4547-BB32-70DD076628BB. TXT - Notepad o = ﬂ
Ele Edt Format Yiew Help

The recovery password s used to recover the data on a BitLocker =]
protected drive.

Recovery Password:
521290-865016-278047-031889-689337-126447-300707-198935

To wverify that this is the correct recovery password compare these tags
with tags ﬁurasentad on the recovery screen.

Drive Label: TEST-PC C: 23/04,/2007.

Password ID: {7EBECD86-B633-43A7-BE32-700D0TE628E6}.

Fig. 7: Shows typical contents of a recovery Kky f

In terms of recovering evidence from a system,tifisi
encountered in a powered on state, experiments $tamen it
may be possible to obtain a live, complete diskgearlhis
was achieved by creating a logical disk image udHiiK
Imager since accessing the physical disk copied datits
encrypted form, as shown below in Figure 8.

Size Type Date Modified
located space 41984000 KB Unallocated sp,

> |

Name Size Date Modified B

running BitLocker. Logical provides access to tieegystem on a partition
but a physical image works below the full disk eption driver and images
the raw encrypted data.

In addition to obtaining disk images from a livestgm, it
was also possible to create backup copies of tue-ugb or
recovery keys by accessing the ‘Manage BitLockeyKe
interface through the control panel, as shown guké 9. This

allowed later recovery of potential evidence frdme tisk as
described in the following section.

[=lmEs

Fig. 9: Exporting BitLocker recovery keys from adisystem

E. Evidence from a Seized Drive Using Recovery Keys

Using the recovery keys it was possible to bootystemn
protected by BitLocker in order to create a logicahge and
access the unencrypted data. Obviously this isardesirable
way to recover evidence since it unnecessarily e the
original evidence. To resolve this problem, thegitsl drive
was imaged offline and LiveView [14] was used tongert the
disk image into a VMware virtual machine disk filat this
point it was possible to boot the virtual versidrtre original
system using the recovery keys and obtain a lodioahe,
which as described earlier provides unencrypted.dat

However, this imaging relies again on a virtualiseadt
untrusted operating system. To resolve this proldesecond
virtual machine was created, Vista Ultimate editiomas
installed and the converted image from the origmalchine
was added to the new system as a second virtua. dBy
booting into this freshly installed virtual Vistaachine and
using the BitLocker interface it was possible tdogk the
drive using the recovery keys and produce a logical
unencrypted image of the original drive using asted
operating system.

This has an advantage over connecting the origihgsical
drive through a write blocker to a real Vista syst® perform
this drive unlocking and imaging since the initiidk imaging
stage of the investigation remains the same. Tiklsithage is
then used for the entire analysis and recoveryioleace.

F. BitLocker Conclusions

In summary, BitLocker may not be encountered inrgve
case and may not cause widespread problems fotaldigi
investigators. However, in cases where it is entared it
could provide a significant challenge.

Identification of BitLocker can be performed onlige
system and if detected, imaging of logical volurisegossible,
as is exporting the recovery key, which has beewsho be
extremely useful in the retrieval of BitLocker eyoted data.
Even if a system is not powered on, it may be athgeous to
perform a quick analysis of the boot seciorsitu using a
forensically sound technique. If BitLocker is fourd be
present, the locating of recovery keys on USB dsjiother
digital media or on printouts may be vital to swsfally
gaining access to evidence and can be appropriately
prioritised.



X. USERACCOUNTCONTROL

The goal of User Account Control (UAC) is to allowsers to <y . . :
run standard privilege accounts, only escalatirigilpges to effective if the operating system is not running.
administrator if necessary [41]. Standard user actexist in  |f recovery keys are known not to be available, ldgstics
Windows XP (Limited account) but are restrictive dan ©f @ S€izure may become more important and timisgizure
inconvenient and as a result “working with thiseygf account SO that not only is a machine live, but live andning an
has been so difficult that many organisations chdosgive administrative account. Alternatively, surveillancenay

This further emphasises the importance of obtairtimg

recovery keys of BitLocker volumes since UAC is not

users administrator privileges” [42].

become necessary to obtain administrator passwalttieugh

Vista aims to change this, firsty by allowing manyWith the system protection features offered by &istis may

previously administrator-only operations to be perfed by
standard users, including time-zone changes, ssatetwork
configuration, power management settings, addingters,

installing critical Windows updates [2]. Secondiyhen an
action is performed that requires administratovif@ges, the
user is informed of this and is then able to seashjeescalate
their privileges to administrator [42].

UAC has some implications for investigators sincnynof
the live tools and techniques discussed -earlieruireq
administrator privileges. The two types of accoilatt can be
created in Vista are similar to XP: a standard wssd an
administrator account, although even the ‘admiaiet’
account runs processes with standard privileges [J2fing
experiments, UAC did not pose a problem if the aotavas
administrative since even though confirmation wepuired to
run processes with real administrator privilegaswas as
simple as clicking ‘allow’, as shown in Figure 10.

Fig. 10: Running a process with ‘real’ administvatprivileges

The difficulty arose if an account was run as addad user,
which may be more likely due to the more integrgigdilege

need to be hardware based rather than softwars. i$hyet
another subject requiring further research.

XI. BACKUP FEATURES ORFWINDOWS VISTA

One consequence of the difficulties presented kj.d8ker
and UAC is the importance of recovering backupsfilgista
backups can be made to an external drive, CD or BYI is
important that such media are collected. Referefd

discusses how to identify from the registry whed &mwhere
backups were made, and also which types of filewssluded
in the backup [44]. If this information can be reemed on site
(in a forensically sound manner) it may help fothus search
for physical evidence upon which important backupay
reside.

XIl.

As mentioned in the introduction, this paper is ret
exhaustive look at Windows Vista and forensics. réhare
many more features than those listed here which heil of
interest to investigators and researchers. Theseimeiude:
changes to the registry, new log files, superfeittindows
Mail and Internet Explorer 7.

Those features which are discussed in this papee had
only a short introduction and some would warrarmirttown
paper to discuss all the details. BitLocker in jgatar is an
area of great interest and is part of ongoing resea

The experiments performed as part of this reseasske all
performed on fresh installs of the 32-bit versidnVista in
controlled environments, many on virtual machindés.is
unknown how the installation of additional softwatgdates
and service packs to Windows Vista will affect thsults.

Finally, many of the techniques described her®lires the

LIMITATIONS

escalation method. When administrative actions Wel&q of Jive tools on a system which are discussétout
performed in a standard account, a password wasreeq mentioning the consequences of performing actiona dive

which an investigator running live tools on a sisesystem machine. Live tool testing is part of ongoing reskaand will

may not have access to. This caused problems miriaois

be the subject of a future paper.

correctly. For example, FTK imager was run without
administrator privileges and could not create labior XIll. CONCLUSIONS ANDFUTURE WORK
physical image of a system and was restricted ga#b file- This paper has compiled and validated much of the

level imaging only.

Therefore, one of the true challenges of Vista rhayif
BitLocker is used in conjunction with UAC. In thtsse the
full volume encryption protects against an offlexealysis and
UAC severely limits the effectiveness of a liveéstigation to
the current, non-system active file set. This edetu
unallocated space, the registry, the pagefile amg ather
protected files from an investigation, many of whare a rich
source of potential digital evidence.

information available on Windows Vista and foressémd has
also made some new contributions, particularly tifgng
shadow copies and the use of virtualisation to veco
evidence from shadow copies and BitLocker.

The paper also supports a more flexible approach t
evidence collection, and while not fully encouragitive
analysis, highlights that further research intos thirea is
needed and the option should not be totally exdudem an
investigator's mind since in some cases it may Hee dnly



means to gain access to evidence. Alsosity, forensically
sound analyses of systems at the scene e.g. beoCibs,
could assist in identifying the locations of backmedia or
detecting BitLocker so that a search for recovesyskcan be
prioritised.

Windows Vista has been shown to provide both ehgks
in the form of BitLocker, but also opportunitiesych as
Shadow Copies of files. It has also, hopefully hlighted for
the research community how many opportunities ésearch
are provided by Vista and how this will benefit thactitioner
community. Since practitioner research is oftenecdsven,
and cases involving Vista may not appear for some,t
academia can greatly assist by performing suchepmgtive
research in this area of digital forensics.
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